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� About the company and the topic

� Qualified CA services in Finland (FINEID)

� European interoperability
» Towards a Pan-European identity federation?
» Towards legally binding cross-border digital signatures?

� Two integration strategies for PKI
» Integration as business application strategy
» Integration as privacy strategy

� A pragmatic business approach using OSCI in 
Finland
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� Conseils Oy (Helsinki and Brussels)
» Founded in 1987 in Helsinki, and sister company in Brussels 

since 1991 (EU & IS consultancy)

» Business domain: consulting &  project management

» Focus area: identity centric information security (smartcards, 
PKI, IdM/IAM, PKI and security middleware solutions, SOA 
security and digital signatures)

� Topic related references:
» EU IDABC national reports on digital signatures (2006) and 

identity management (2007)

» Finnish Population Register Centre Qualified CA FINEID 
smartcard project for professionals and public servants 
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� The FINEID:
» A standard specification for the CA, 

certificate content, application, directory 
services and implementation

» A hierarchical CA with citizen, organisation, mobile 
(wireless), server and test Sub CA’s with individual CP’s

» Developed and maintained by the Finnish Population 
Register Centre (PRC) CA

» In use since 1999, ~140.000 valid live certificates

� Organisation Certificate Smartcards
» For public officials, as smartcard badges 

(police, border guards)
» For all public officials and private enterprises as 

authoritative identity token
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� The EU IDABC:
» Interoperable Delivery of European eGovernment Services 

to public Administrations, Business and Citizens 
» Horizontal Measures (HM’s) develop technical 

specifications, standards, infrastructure components to 
ensure cross-border services

» 6 blocks of HM’s grouped by objective

� Horizontal Security Measures:
» Certification Services
» Common Identity Management Service (CIMS)
» eID Interoperability for European eGovernment Servi ces
» eSignatures for eGovernment applications
» Security Instruments (best security practices)
» Operational Bridge/Gateway Certification Authority 
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� Basis: eGovernment action plan 2006 & Roadmap for a     
Pan-European eIDM Framework by 2010

� Pan-European interoperability framework: 
Common Specifications

� Pan-European eIDM system should be:
a. Federated
b. Multilevel
c. Relying on authentic sources
d. Allowing a context/sector based approach
e. Enabling private sector uptake

� Common Specifications addresses:
a. Political and social implications
b. Legal aspects
c. Organizational structures
d. Technical and Architectural issues
e. Infrastructural considerations



7���������

%	�&������	����'�)�*�����������

� Services required for the functional European cross 
border authentication:
» Interoperable electronic identity middle layer.
» Bridge CA service

• OCSP service
• CTL service

» PAN European Proxy service (Local/Central)
• Discovery service
• Translation service

» Local IDP
• Authentication services
• Attribute services

� The method & policies for:
» Privacy rules
» Assurance level
» Security description of the tokens
» Protocol independent interoperable schema
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� Cross-border authentication requires a common 
concept of electronic identity:
» The data set must be kept minimal;
» The data set must be universally valid;
» The data set must be technology neutral;
» The data set must be controllable by the user to respect 

privacy regulations;.
» The data set should respect legal restrictions in the 

participating countries.

� 4 assurance levels to be defined:
1. Minimal Assurance: PW / PIN token chosen by user
2. Low Assurance: Randomly generated PW or PIN token
3. Substantial Assurance: Soft crypto token or OTP device
4. High Assurance: Hard crypto token (e.g. smart card)

%	�&������	����'�)�*������������
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� EU IDABC studies conducted in 2006

� Basis:
» EU directive 1999/93/EC 
» ETSI Standards (signature formats and certificates)

� Studies available at:
» http://ec.europa.eu/idabc/en/document/6485/5938 

� Informative approach:
» No formal specifications given
» Uniform data on actual technology, requirements, legislation 

and applications
» Continuous follow-up of the evolution
» It is “back-grounder” database for other interoperability 

initiatives and actions, public and private
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� Two strategy methods:
» Business application approach
» Privacy strategy approach

� Looking for answers to questions:
» What PKI strategy to define?
» How can PKI be aligned with IT, and with business 

strategy?
» What paths are available for integrating and aligning PKI 

with business processes?

� The “How?” and “What for?” of PKI
» In business use
» For privacy
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ID ServicesID Services

ApplicationsApplications MediaMedia

PlatformsPlatforms

Operating Systems
Windows, 
Mac, Linux

Interfaces
CSP, PKCS#11, 

BaseCSP, MS-CAPI, 
TSS API, PBA 

Profiles
PKCS#15 ,CNS, 

FINEID, SigG, eID, 
eGK, PIV…

Card Operating 
Systems

CardOS, TCOS, JTOP, 
StarCos, COSMO, 

ACOS, JCOP...

Products
USB memory, Badges, 

Access Control, 
Passport, Ticketing, 

Banking, Gaming

������	�����	�����������	��
��	��������	�����

FunctionsFunctions

ProductsProducts
TechnologyTechnology

PKI Standards
PKI, ISO, ETSI, 

IETF, W3C

Identity Federation
SAML, Liberty, WS-

Federation, SSO 

Web Service 
Standards

SOA, WS-Security, 
WS-Trust, OSCI

Payment & 
Contactless 
Standards

EMV, RFID, NFC, 
HID, Legic, Felica... 

Card Platforms
Native smartcard , 

Java card, SSCD card, 
dual-interface (T=CL), 
Multiapplication card,
Loyalty & Credit Card,

USB Connect

Modules
TPM/TSS, SIM module, 

USB-token, Certgate 
PKI memory

Card Applications
OATH/OTP, HOPS, 

Card Applets, 

PKI Functions
Authentication, 

Non-Repudiation & 
Digital Signature, 

Signature 
Verification, Secure 
Key Management  

PK Encryption, 
Secure System 

Login

Identity 
Management

IAM, SSO, RBAC, 
ID Token, 

Authorisation, 
Provisioning

Payment & 
Contactless 
Functions

EMV Payment, NFC 
Payment,  & 

Authentication,  
Access Control & 

ID...

Access Management
Windows, Citrix, Novell, 

SUN, IAM Solutions, 
Pre-boot Authentication, 

VPN & IPSec

Authorisation
Provisioning Solutions, 

Self Provisioning, 
Certificate Rollout,  

Signature Formats & 
Types 

Digital Signature Object 
Creation (PKCS#7, 

ETSI CMS & XAdES, 
ISIS-MTT), Detached, 

Enveloped, Enveloping, 
Nested, Co-Signing, 

Batch Signing

Profiles
OSCI, OASIS DSS, 
S/MIME, IHE XDS, 

ETSI

Computer 
Interface

PC, Mac, Tablet 
PC, Handheld, MS 

Surface

Mobile Interface
GSM & Smart 

Phones (Wireless 
PKI), SIM 
Challenge 

Response, SIM 
Applications, NFC 
Authenticate/ Read

Other IP
Digital IP-TV (MHP) 

Authentication & 
Payment, Pay TV 
Cards, Embedded 
Intelligent Devices 
(medical, logistics, 
scientific), Direct 

WWW (SConnect)

Trusted Third Party 
Services

Hierarchical CA, RA & 
Directories, CP’s & 

CPS’, Trust 
Management, Universal 

Identifier, User & 
Service Certificates

Identity Provider 
Services

”Real ID”, SAML 
assertions, Provisioning, 

Policies, Authoritative 
Source, Online 

Authentication Services, 
ID Federations & Web 

SSO

PKI Services
Managed PKI, Directory 

& Repository 
Management, Root & 

Bridge CA
Card ServicesCard Services

Card 
Manufacturing 
Smartcard, SIM, 
Dual-Interface, 

Inlays, Materials, 
Display

Personalisation
Security Printing, 

Electronic 
Personalisation 
(Profiles, Key 
Generation, 

Initialisation, Applet 
Loading, Certificate 

Orders & 
Requests), 

PIN/PUK Printing

Management
Smartcard, SIM & 
PIN/PUK Delivery, 
Card Management, 

Lifecycle 
Management, Post 
Issuance Services

Integrated Complete SolutionIntegrated Complete Solution
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Operating Systems

Windows, 
Mac, Linux

Interfaces
CSP, PKCS#11, 

BaseCSP, MS-CAPI, 
TSS API, PBA 

Profiles
PKCS#15 ,CNS, 

FINEID, SigG, eID, 
eGK, PIV…

Card Operating 
Systems

CardOS, TCOS, JTOP, 
StarCos, COSMO, 

ACOS, JCOP...

Products
USB memory, Badges, 

Access Control, 
Passport, Ticketing, 

Banking, Gaming

Smartcard & CSP

Card Platforms
Native smartcard , 

Java card, SSCD card, 
dual-interface (T=CL), 
Multiapplication card,
Loyalty & Credit Card,

USB Connect

Modules
TPM/TSS, SIM module, 

USB-token, Certgate 
PKI memory

Card Applications
OATH/OTP, HOPS, 

Card Applets, 

Card Platforms

Access Management
Windows, Citrix, Novell, 

SUN, IAM Solutions, 
Pre-boot Authentication, 

VPN & IPSec

Authorisation
Provisioning Solutions, 

Self Provisioning, 
Certificate Rollout,  

Signature Formats & 
Types 

Digital Signature Object 
Creation (PKCS#7, 

ETSI CMS & XAdES, 
ISIS-MTT), Detached, 

Enveloped, Enveloping, 
Nested, Co-Signing, 

Batch Signing

Signature Profiles
OSCI, OASIS DSS, 
S/MIME, IHE XDS, 

ETSI

Applications

Multiplatform and 
multifunctional card 
middleware solution

Multiplatform 
and functional
digital signature
middleware 
solution
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PKI Standards
PKI, ISO, ETSI, 

IETF, W3C

Identity Federation
SAML, Liberty, WS-

Federation, SSO 

Web Service 
Standards

SOA, WS-Security, 
WS-Trust, OSCI

Payment & 
Contactless 
Standards

EMV, RFID, NFC, 
HID, Legic, 
FeLiCa... 

Technology

PKI FunctionsPKI Functions
Authentication, 

Non-Repudiation & 
Digital Signature, 

Signature 
Verification, Secure 
Key Management  

PK Encryption, 
Secure System 

Login

Identity 
Management

IAM, SSO, RBAC, 
ID Token, 

Authorisation, 
Provisioning

Payment & 
Contactless 
Functions

EMV Payment, NFC 
Payment,  & 

Authentication,  
Access Control & 

ID...

Functions

Computer Computer 
InterfaceInterface

PC, Mac, Tablet 
PC, Handheld, MS 

Surface

Mobile Interface
GSM & Smart 

Phones (Wireless 
PKI), SIM 
Challenge 

Response, SIM 
Applications, NFC 
Authenticate/ Read

Other IP
Digital IP-TV (MHP) 

Authentication & 
Payment, Pay TV 
Cards, Embedded 
Intelligent Devices 
(medical, logistics, 
scientific), Direct 

WWW (SConnect)

Media

Technology and platform
independent, standards 
compliant solutions

Multiplatform, functional 
and multimodal 
authentication, signature
and payment solution
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Trusted Third Party Trusted Third Party 

ServicesServices
Hierarchical CA, RA & 

Directories, CP’s & 
CPS’, Trust 

Management, Universal 
Identifier, User & 

Service Certificates

Identity Provider 
Services

”Real ID”, SAML 
assertions, Provisioning, 

Policies, Authoritative 
Source, Online 

Authentication Services, 
ID Federations & Web 

SSO

PKI Services
Managed PKI, Directory 

& Repository 
Management, Root & 

Bridge CA

Trust Services

Card 
Manufacturing
Smartcard, SIM, 
Dual-Interface, 

Inlays, Materials, 
Display

Personalisation
Security Printing, 

Electronic 
Personalisation 
(Profiles, Key 
Generation, 

Initialisation, Applet 
Loading, Certificate 

Orders & 
Requests), 

PIN/PUK Printing

Management
Smartcard, SIM & 
PIN/PUK Delivery, 
Card Management, 

Lifecycle 
Management, Post 
Issuance Services

Card Services

Business & service 
oriented trust services 
with strong integration 
flexibility

Technology independent, 
business & service oriented 
card management services 
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Web Service Applications constitute single 
Processes for delivering single Services on demand

Service Oriented Architecture (SOA)
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Open PlatformOpen Platform

Multiple Multiple 
ApplicationsApplications

MultimodalMultimodal
InterfacingInterfacing

Identity ManagementIdentity Management Digital SignaturesDigital Signatures

DATA

DATA

PRIVACY

PRIVACY
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� Lack of PKI integration means:

» Lack of business applications for PKI
» Lack of privacy in the online world

� Mature technologies – immature business strategies
» Strong PKI’s, weak business cases (at least in a lot of countries)

� Today’s Business environment is ready:
» SOA is becoming reality
» IdM and Identity Federation is reality
» Paperless processes are still to come, but people are already anticipating 

this

� What is needed? 
» A truly business and service oriented Identity Provider to provide True 

Identity and Non-Repudiation (Trust Management & Signing)
» The IDP has to support the integration and alignment of PKI with business 

processes and applications; independently of platforms & domains
» Cross border Interoperability is primary requirement

� What tools are there?
» Definition of business strategy and approach
» Definition of privacy strategy and approach
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Conseils Oy SimplySecure
Teemu Rissanen , Managing Director
Hämeentie 153 B, FI-00560 HELSINKI
mobile: +358(0)50 379 5343
e-mail:  teemu.rissanen@SimplySecure.biz
www.conseils.fi
www.simplysecure.biz
www.regiopki.com


